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DETAILED ACTION 
Response to Amendment 

1 . This communication is responsive to the amendment filed on September 23, 
2005. Accordingly, claims 1 and 15 have been canceled, claims 39-46 were added and 
claims 2-14 and 16-46 are currently pending in this application. The claims are moot in 
view of new grounds of rejection. 

Claim Objections 

1 . Claims 20,33 and 34 are objected to because of the following minor informalities: 
Claim 20 improperly depends upon claim 18 and shall depend upon claim 19. 
Claims 33 and 34 improperly depend upon canceled claim 1 and shall depend upon 
claim 6. Appropriate correction is required. 

Claim Rejections - 35 USC § 102 

1. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

2. Claims 29-32 and 35-36 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Nikander et al. (US 6,253,321). 
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Regarding claim 29, Nikander teaches a software entity for handling data packets, the 
data packets belonging to a set of data packets, the software entity comprising program 
code means for capturing data packets (Fig. 3, 304; col. 2, lines 18-2; col. 3, lines 55- 
64), characterized in that it further comprises: program code means for accepting a 
captured data packet for processing or declining a captured data packet from 
processing (col. 4, lines 33-35) based on the captured data packet and data packets 
captured prior to the captured data packet (col. 7, lines 51-67; Fig. 5). 
Regarding claim 30, Nikander teaches program code means for maintaining a list of 
modification commands (col. 5, lines 56-61), the list enabling modification of captured 
data packets (col. 6, lines 44-48). 

Regarding claim 31, Nikander teaches program code means for modifying captured 
data packets based on said list of modification commands (col. 6, lines 44-48), and 
program code means for releasing modified captured data packets (Fig. 5, block 506; 
col. 7, lines 55-57). 

Regarding claim 32, Nikander teaches a software entity for processing data (col. 2, 
lines 18-20), the software entity being adapted to receive data (col. 3, lines 55-64) and 
software entity comprising program code means for processing received data (col. 3, 
lines 55-64), program code means for determining a modification command affecting at 
least received data, as a response to processing the data (col. 5, lines 56-61), and the 

software entity being adapted to output the modification command (col. 7, lines 55-57). 

i 

Regarding claim 35, Nikander teaches the step of capturing data packets and 
processing captured data packets (col. 5, lines 19-28), characterized in that it further 
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comprises the step of: accepting a captured data packet for processing (col. 4, lines 33- 
35) or declining a captured data packet from processing (col. 4, lines 33-35) based on 
the captured data packet and data packets captured prior to the captured data packet 
(col. 7, lines 51-67; Fig. 5). 

Regarding claim 36, Nikander further teaches the steps of: when processing at least 

i 

one captured data packet, determining a modification command affecting at least one 
captured data packet (col. 5, lines 25-37, 54-61), and maintaining a list of modification 
commands (col. 5, lines 56-61), the list enabling modification of captured data packets 
(col. 6, lines 44-48). 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
! invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claim 2-5, 8-10, 13-14, 40 and 44 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Nikander et al. (US 6,253,321) in view of Coile et al. (US 6,006,268). 
Regarding claim 8, Nikander teaches the method of handling data packets, said data 
packets belonging to a set of data packets, said method comprising: capturing data 
packets, accepting a captured data packet for processing (col. 4, lines 33-35) or 
declining a captured data packet from processing (col. 4, lines 33-35) based on the 
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captured data packet and data packets captured prior to the captured data packet (col. 
7, lines 51-67; Fig. 5). 

Nikander fails to explicitly disclose data packets having at least partly hierarchical 
structure and accepting data packets for processing in the order specified by said at 
least partly hierarchical structure. 

However, Coile teaches data packets having at least partly hierarchical structure 
and accepting data packets for processing in the order specified by said at least partly 
hierarchical structure (col. 4, lines 25-38; data packet sequences). 

In view of this, it would have been obvious to one skilled in the art to include a 
hierarchal structure, in order to accurately process data in the proper sequential order. 
Regarding claim 2, Nikander further teaches the steps of: when processing at least 
one captured data packet, determining a modification command affecting at least one 
captured data packet (col. 5, lines 25-37, 54-61), and maintaining a list of modification 
commands (col. 5, lines 56-61), the list enabling modification of captured data packets 
(col. 6, lines 44-48). 

Regarding claim 3, Nikander further teaches the steps of: modifying captured data 
packets based on the list of modification commands (col. 6, lines 44-48), and releasing 
modified captured data packets (Fig. 5, block 506; col. 7, lines 55-57). 
Regarding claim 4, Nikander further teaches discarding captured data packets that are 
declined from processing (Fig. 5, block 504). 

Regarding claim 5, Nikander teaches declining captured data packets. 

Nikander fails to explicitly teach delaying the declined captured data packets. 
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Examiner takes official notice that it is known in the art for packets to be delayed 
when processing is declined. It would have been obvious to include delayed packets in 
Nikander's method, in order to temporarily hold the packets and process them at a later 
time. 

Regarding claim 9, the combined method of Nikander and Coile teach a hierarchical 

! 

structure. Nikander teaches accepting a captured data packet for processing, if data 
packet(s) immediately preceding said captured data packet is already processed. 

It would have been obvious to accept a captured data packet for processing if 
data packets immediately preceding the capture packet in the partly hierarchical 
structure is/are already processed, since packets in an at least partly hierarchical 
structure contain packets in sequential order, which are further processed in sequential 
order. 

Regarding claim 10, the combined method of Nikander and Coile teach a hierarchical 
structure. Nikander teaches declining a captured data packet from processing, if a data 
packet immediately preceding said captured data packet is not yet captured. 

It would have been obvious to decline a captured data packet from processing if 
data packets immediately preceding the capture packet in the partly hierarchical 
structure is not yet captured, since packets in an at least partly hierarchical structure 
contain packets in sequential order, which are further processed in sequential order. 
Regarding claim 13, the combined method of Nikander and Coile teach a hierarchical 
structure, as described above in the rejection of claim 8. Coile further teaches the 
hierarchical structure as a sequence of data packets (col. 4, lines 25-38). 

i 
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Regarding claim 14, the combined method of Nikander and Coile teach a hierarchical 
structure. It is well known in the art that hierarchical structures can form a hierarchically 
structured tree. In view of this, it would have been obvious to include a hierarchically 
structured tree, so as to process data from various branches/sections of the hierarchical 
tree. 

Regarding claims 40 and 44, Nikander teaches the same limitations described in the 
rejection of claim 8. Furthermore Nikander teaches a storage medium carrying a 
computer-executable software entity (col. 2, lines 18-20). 

5. Claim 7 is rejected under 35 U.S.C. 103(a) as being unpatentable over Nikander 
et al. in view of Coile et al. and Xie et al. (US 6,772,347). 

Regarding claim 7, Nikander teaches the steps of: declining a captured data packet 
from processing. Nikander fails to disclose declining the packet if the packet is already 
processed and releasing the packet. 

However, Xie teaches declining a captured data packet that is already processed 
and releasing the captured data packet (col. 5, lines 60-67; col. 6, lines 1-5). 

In view of this, it would have been obvious to one skilled in the art to modify 
Nikander's method by declining already processed packets and releasing the packet, in 
order to prevent the re-processing of already processed data packets, which will 
produce a more efficient method of handling packets. 
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6. Claims 37-38 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Nikander et al. in view of Adelman et al. (US 6,006,259). 

Regarding claim 37, Nikander teaches capturing data packets, accepting a captured 
data packet for processing (col. 4, lines 33-35) or declining a captured data packet from 
processing (col. 4, lines 33-35) based on the captured data packet and data packets 
captured prior to the captured data packet (col. 7, lines 51-67; Fig. 5). 
Nikander fails to teach a network element cluster. 

However, Adelman teaches a cluster of network elements (col. 2, lines 55-59). 

In view of this, it would have been obvious to one skilled in the art to modify the 
method of Nikander by including a cluster of network elements in order to enable other 
elements within a network to process the captured data packets. 
Regarding claim 38, Nikander teaches data packets belonging to a set of data packets 
first handled in a first node (all elements of Fig. 3) and a list of modification commands 
maintained in the first node (Fig. 3; col. 5, lines 56-61). 

Nikander fails to explicitly teach a cluster of network elements and the transfer of 
modification commands. 

However, Adelman teaches a cluster of network elements and transmitting the 
list of modification commands from the first node to a second node of the cluster of 
network elements (col. 11, lines 34-36, 62-67). 

In view of this, it would have been obvious to one skilled in the art to modify the 
method of Nikander by including a cluster of network elements and the transmission of 



i 
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commands, in order to enable other elements within a network to process the captured 
data packets. 

Allowable Subject Matter 

7. Claims 6 f 11,12, 16-28,33,34,39,41-43, 45 and 46 are objected to as being 
dependent upon a rejected base claim, but would be allowable if rewritten in 
independent form including all of the limitations of the base claim and any intervening 
claims. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Rhonda Murphy whose telephone number is (571 ) 272- 
3185. The examiner can normally be reached on Monday - Friday 8:00 - 4:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Chi Pham can be reached on (571) 272-3179. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

t 

you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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